Instructions for completing
USFK Theater Specific Required Training

Welcome

Welcome to the USFK Theater Specific Required Training website designed to facilitate
completion of mandatory training that arriving personnel and units assigned to, rotating to, or in
temporary duty status to USFK must complete prior to deployment to the Republic of Korea
(ROK). It is imperative this training be completed to facilitate accomplishment of assigned
missions or tasks, and at the same time, ensure you understand specific policies and customs that
will prepare you to act in a manner that is compatible and respectful of the culture and laws of
the ROK and thereby maintain good order and discipline.

“All personnel performing duties in Korea must complete this training by reviewing /reading,
understanding and adhering to the video, policy letters and web-based USFK Training Module
provided on the Joint Knowledge Online (JKO) website.”
“The training is valid for the entire tour for military and civilian personnel performing duties in
Korea on a permanent assignment (completed one time prior to each permanent assignment). ltis
an annual requirement {completed during the last 12 months) for military and civilian personnel
performing duties in Korea on TDY.”

(Section I, Paragraph 5) USFK Regulation 350-2, 22 January 2008

Completing the Training Module

The following two steps are required to complete the training:

Step 1: Review the Welcome Video and Command Policy Letters prior to completing the
follow-on USFK Theater Specific Training Course. If you have not reviewed the video and
command policy letters, return to the previous page titled “Theater Specific Required Training”
and click on the “Welcome Video” and review the entire video. After reviewing the video, click
on “Command Policy Letters” and review each of the policy letters. Then return to this page and
follow the instructions below for completing the course on the Joint Knowledge Online (JKO)
Learning Management System (LMS).
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Step 2: After viewing the video and reviewing the command policy letters, complete the USFK
Theater Specific Training Course on the JKO LMS. The course is available on both the Internet
Public (IP) and NIPRNET domains as described below.
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USFK Course Access on IP Domain

1) Go to http://jko.harmonieweb.org and click Take Courses in the top menu bar.
As of SEP 2010, HARMONIEWeb (a Joint community portal platform) began hosting the IP
domain JKO Portal. Access to the LMS comes via single sign-on with HARMONIEWeb.

Sign In|

JKO — Home
= JOINT KNOWLEDGE ONLINE Preferred Language: English

mmunities ducts | Links | About JKO | Feedback | Help Desk

Home
Learn .
g = = . & Take Courses
i=ks e Welcome! JKO is online learning: ey [
. v available.
@ for multinational forces + As=ign i|: is requwre:'I:tD take courses
L . request an account).
— % for government/military missions . E:ojrseware Catalog] view or
Share - download
Communities y PDF 2Mb
Feedback
N— Announcements & Join a Community
_ * Forums for working with others on a
Research jan  ADVISORY: JKO Help Desk Closed Monday, Jan 17 wvariety of defence related training
T 13 KO _He\p Dresk _W|II be closed Monday, Jan 17 in cbservance of topics i
Related links opi:  Martin Luther King, Ir. Day. JKO Help Desk will resume normal * To actively contribute and see all
About KO hours of operations Tuesday, Jan 18. communities, you will need to sign in
J (reguest an account).
—_—
ADVISORY: Annual Training and Recertification R
Jan  If retaking a course for an updated certificate, you MUST re-enroll © Review our prndul:_ts
13, in the course. Failure to do so will mean you do not get credit for * See videos of online content
2011 the course and will not get an updated certificate. For guestions, < DEV_E|DD a course i
please view the JKO Help Desk COI or contact the 1KO Help Desk. + Design a JKO community

@ Visit Defence and Government Links
s Links for many international
militaries and government agencies
+ Links to defence related news

Joint Knowledge Development and Distribution Capability
116 Lake View Parkway,Suffollke, Virginia, 23435-2657
Please read the security and privacy statement

2) Enter your HARMONIEWeb username and password.

If you need an account, select Request an Account and see the section below entitled Getting a
HARMONIEWeb Account. Login credentials for the previous versions of the JKO IP portal and
LMS (i.e. prior to SEP 2010) will not work for login under HARMONIEWeb.

JKO JKO LOGIN

POINT RNOWLEDGE Onaisit

s mw
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3) First login only. Select whether to create a new student profile or to merge a pre-existing
account.

When logging in for the first time on a new account, you have the option of creating a new
profile or merging an old account (i.e. profile data and student records) into the new account.

— JOINT) Learning
J Kn AL Management
| ONLINE System

LEE -Public /"

Help » If you did not previously have a JKO LMS account, you can create new account by selecting ‘Create New Account’.
Student Support Tools P If you previously had a JKO LMS account you can merge it with your new JKO Portal account by selecting ‘Merge
Account’ and logging in with your existing username and password.

et > Joint Knowledge Online Help Desk: JKOHelpDesk@jfcom.mil, (757)203-5654 DSN 668-5654

Login

CREATE ACCOUNT
Create New Account || Merge Account |

3a) Merging an old account into the new one requires you to know the username and password
of the old account.

" mms & JOINT | Learning
J Kn KNOWLEDGE Management
ONLINE | System
LEE -Public — ]

Help » If you previously had a JKO LMS account you can merge it with your new JKO Portal account by logging in with your
Student Support Tools existing AtlasPro username and password.
» Joint Knowledge Online Help Desk: JKOHelpDesk@jfcom.mil. (757)203-5654 DSN 668-5654

About

Login

Username :
Password :
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3b) Choosing Create New Account opens a student profile with the name, email, and username
fields populated from HARMONIEWeb information passed to the LMS. Complete the remaining
required fields (indicated by bold type and asterisks) and any desired optional fields, and select

Submit.

USER MANAGEMENT

Welcome to the JKO Learning Management System
Please fill out the form below to update your student profile.
Ttems listed in bold are mandatory fields.

Edit Personal Information

* Rems listed in Beld™ are masdstony elemants
* To updabe your personsl information, edt the informaticn in the felds below and click on the Submit buthon.

Personal Data ;

Account Type * ! Chdllan - Gondar © Male -
Tils © Select Ono ~ Pay Flan & Salect One =

Flrst Mame * : | Branch of Serace | Salact Ona ~

Last Mamae * :I

SSN is mandatory for Dol Military and Civilian:

S:SHI—E .

.I'||1.|In.-.-{|. L

Madling Address
Address 1 [ 1

Address 2
Address 1
Address 4

City
State - Select One -

Zap Code

Country - Salect One -

APOSFPO Codes :

AE (Armed Forces Europe [ Canada [ Middle East [ Africa )
AP (Armed Foroes Padific)

AA (Armed Forces Americas)

Mail Information :

Busimess [Email |

User Access Information :

I.I“anmc‘:|

As of 25 January 2011



Instructions for completing
USFK Theater Specific Required Training

4) Select Enrollment — Browse Courses from the hover menu to access the course catalog.

JOINT Learning
JKO KNOWLEDGE U EDET T

My information Enroliment My Schodule Search

Home “
owse Course

HELP

A DERE from the top menu
Shibast Support Toow v b course link to access the courseware
Feodback owtedy e H ROHelpDesk@fcom mil, (T571203-5654 DSN 668-5654

Abost

Systom Requuements

You are not enrolled In any course at this thme.

| dontCourses - Browse B Category | CoCom<CSACourses - Browse By Catesory | Currculums |

v courses you compieted in Mendian

Ay Information | Earcliment | Recoeds | My Schedele | Search
Home | HELP | Stadent Suoport Tools | Eeedback | Abowt | System Bequirements

5) In the Course Catalog, select the Cocom Courses tab and the USFK tab to display the two
options for the USFK required course. Either course is acceptable, but the high bandwidth course
is recommended unless low network throughput makes the low bandwidth version necessary.
Low bandwidth courses are absent much of the video, audio, graphics, animation, etc., that
consume network bandwidth.

JOINT Learning
JK“ KNOWLEDGE Management

Wy information Enroimeat Records My Schodule Search

e LEE - Student Browse Courses

HELP

P Salect the appropnate tab to search for courses
» Joint Knowtedge Online Help Desk: JKOHelpDesk@fcom mil, (7571203-565¢ DSN 668-5654

Student Support Tools
Feedback

Aboat

System Regquuemests

SOC  SOC  ALL

(1001) «<frst <prev 1 et lgsts> PerPage 100

Enros Course Prefix Course Name
r USFK-JAST-USIT71-LB USFK Theater Soecic Required Traning-Lie [0O1 Link
r USFK-JAST-US171-HB LUSEK Theater Soaciic Reouired Training  1CO! Link

My Information | Encoliment | Becords | iy Schedule | Search
Hoene | HELP | Student Swuppon Tooks | Eeedback | Aoyt | System Requirements
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6) Enroll in the desired course.

JOINT Learning
JK“ KROWLEDGE Management

Wy information Enroliment Records My Schodule

Home _LEE - Student Browse Courses

HELP

P Select the appropriate tab to search for courses

Rl > it Knowdedge Oning Halp Dask JKOHeDesk@fcom mi, (75712035654 DSN 6685654

Feedback
Abost

System Regquaemenats

o courses R Corcum

COCOM Courses List

AFR  EUC AR m EUC SOC SOC ALL

{1of1) <<frst <prov 1 ned> last>> PorPage 10 -

Enrct Course Prefix Course Name

USFK-JAST-USI71LB USEK Theater Spectic Required Training-Lte 1004 Link

- USFK-J3ST-US171-HB

My Information | Encoliment | Becords | iy Schedule | Search
toeme | KELP | Student Seppon Teols | Feedback | Abcut | System Requiremsats

7) The system will show enrollment status. Select View Course to return to the student main
page.

JOINT Learning
JK“ KNOWLEDGE Management
ONLINE System

My Informaton Enrofiment Records Ny Schedule

Hoene LEE -Student ] Quick Enroliment

HELP

» This page shows the kst of messages sent 10 you by users of this system

» You can send 3 mas5age to anyone by clicking on ‘Send Message'

Foodback » You may teply 10 3 message by chckng on its comresponding TRead] ik Also, by chcking on this bnk the message
Aboat wil automatically be marked as READ

P Joint Knowledge Online Help Desk. JKOHelpDesk@gcom md, (75712035654 DSN 668-5654

Student Support Tools

Systom Requeements

fnroliment Results

PEncoliment status:Enrolied
View Conrse
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8) Select Launch Course to work through the course content.

JOINT Learning
JK“ KNOWLEDGE Management
0"['": s;!,s;t‘!",

Wy Information Enroliment Records

LEE - Student

Home

HELP

» To enrcll in 3 cowrse select Exvoliment” from the top menu

» ¥ you are envolied in 3 course, chck the course link to access the cowrseware

IR > Jant Knowledge Online Help Desk: JKOHelpDesk@fcom mil, (75712035654 DSN 668-5654

el

Student Support Tools

System Requiremests

Classroom Start Date :  01/18/2011 End Date : 01/19/2012
[iew Conrse Description) [View Gradebook]

| JomtCourses - Browss By Category | CoComiCSACourses - Browse By Catesory | Curnculims |

Y COUrses you Compieted in Mecdian

My infoemation | Entclimant | Recoeds | My Schedete | Search
Home | HELP | Stadend Support Tools | Eeedback | Aoyt | Sestem Bequirements

9) After completing the course, it will display on the student home page under the heading “You
have passed the following courses.”

( JOINT Learning
J Ku KNOWLEDGE Management
. ONLINE | System

My Information Enrollment Records My Schedule Search

LEE - Student — tome
Home

HELP
TR » To enroll in & course select ‘Enrollment’ from the top menu
) LE ¥ If you are enrolled in a course, click the course link to access the courseware.
== LE > Joint Knowledge Online Help Desk: JKOHelpDesk@jfcom.mil, (757)203-5654 DSN 668-6654

About

System Reguirements

'You have passed the following courses.

USFK -J3ST-US171-HB USFK Theater Specific Required Training [Official Certificate] [Download Official Certificate]

| Joint Courses - Browse By Category | CoComiCSA Courses - Browse By Category | Curriculums |

View courses you completed in Meridian

My Information | Enrollment | Records | My Schedule | Search
Home | HELP | Student Support Tools | Feedback | About | System Requirements
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10) The completion certificate may be viewed or downloaded using links beside the course entry.
The course material may be reviewed by clicking the course number. Note that reviewing
course content using this link will not give credit for completing the course again. A student
must enroll anew in the course from the course catalog (i.e. Enrollment — Browse Courses —
Cocom tab - USFK) to receive credit for retaking it.

JOINT Learning
JK“ KNOWLEDGE Management

Wy Information Enroliment Records My Schodule Search

» To enrcll in a course select Envollment’ from the top menu
» ¥ you are envoliad in 3 cowrse, cick the course link to access the couwrseware
LR * Joint Knowledge Online Help Desk: IKOHalpDesk@fcom mil, (T571203-5654 DSN 668-5654

Abost
TOU Nave passea e oo ng courses.
swo ciccanidi

US171.HB USF
[ Joint Courses - Browss By Category | CoComCSA Coprses - Browse By Category | Currculums ]

Moene

HELP

Student Support Tools

Systom Requuementn

Yiew courses you compisted in Mendian

Ay Inforrmation | Enrciment | Records | My Schedele | Search
Home | HELP | Student Support Tools | Enedback | About | Sestem Requirements
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Getting a HARMONIEWeb Account

Note: These instructions apply after selecting Request an Account on either the JKO IP portal
front page or the login page.

1) Enter the required information, any desired additional information, and select Continue.
Recommended: Enter a .mil email address so the system automatically approves the account
and sends login information to that email address. Entering a commercial email address causes
JKO staff to validate the account request with the listed approval POC prior to approving the
account.

] '[/\' O Home
e [SINT RNOWLLDGE %lml Preferred Language: English -

Home | Take Courses | Communities | Products | Links | About JKO | Feedbadk | Help Desk

Home > Register

1. Enter User Info = =

Required information

First name:|

Last name:|

Reenter e-mail: |

\
\
E—mail:| ‘
\
\

User name: |

check name

Drganization:| ‘

Additional information

Title: |

Position/Role: |

Department: |

Work Address: |

City: |

State: |

Zip code: |

Phone: |

Country/Region: -

continue

10
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2) Enter contact information to be used by JKO staff if the account request has to be validated
prior to approval, then select Continue.

Ignore the Approval Code field. It is a special case field used only when working directly with a
USFK or JKO staff member in the application process.

Sign In|

] K O Home
Bl %Nownm‘l %um

Preferred Language: English -

Home | Take Courses | Communities | Products | Links | About JKO | Feedbadk | Help Desk

Home = Register

= 2. Approval Information =

Please supply point of contact informnation for an individual that can verify
your access request,

Contact First name: |

Contact Last name: |

Contact Phune:|

|
|
Contact E-mail: | |
|
|

Contact Organization: |

Approval Code

approval Code: | |

previous continue

3) Verify the information entered and then select Submit.

Sign In|

T ——
: JOINT KNOWLEDGE ONLINE

Preferred Language: English -

Home | Take Courses | Communities | Products | Links | About JKO | Feedbadk | Help Desk

Home > Register

= = 3. Verify and Submit

[} User Information

First name: test
Last narme: user
E-rnail: test.user@jfcom.mil
User name: test.user
Crganization: JKDDC

previous

Contact First name:
Contact Last name:
Contact E-mail:
Contact Phone:
Contact Organization:

test

supwv
test.supv@jfcom.mil
F57-555-1212
JKDDC

Please verify the information above for accuracy.

submit

Click the submit button below to create an account request using the information you have provided.

As of 25 January 2011
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4) You will receive an immediate email notification acknowledging the request.

Account Request Received

From: Home <do_not_reply@harmonieweb.org>

JKD
<User=

Your JKO public access portal account reguest has been submitted and the
approval process has been started. You will receive notifications to this
email address to inform you of your request status.

Please make sure that the @harmonieweb.org domain is not flagged as
junk mail. This is the domain name of the system which processes the
account request.

Sincerely,
The IKO Admin Staff

5) You will receive an email containing your login credentials when the account has been
created.

Account Created

From: Home <do_not_reply@harmonieweb.org=

=User=

Welcome to the JKO public access portal. We have approved your account
request.

You have been issued a temporary password. Please log in and change
your password to one you can remember.
Your user name is:
Your password is:
KO web site
JKO is designed for the exchange of unclassified information. Please

don't post any information that could be considered FOUO or
privacy act information.

12
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6) Use the provided login credentials when logging into the JKO LMS as described above in the
section entitled USFK Course Access on IP Domain.

13
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USFK Course Access on NIPRNET

Both Defense Knowledge Online (DKO) and JKO web portals are hosted by Army Knowledge
Online (AKO). Access to the NIPRNET LMS comes via single sign-on with AKO. So, referring
to a JKO account on NIPRNET implies having an AKO account. See the section entitled Getting
an AKO Account to create an account. Students who already have AKO accounts may go
directly to the LMS as explained in the section entitled Shortcut to NIPRNET LMS if desired.

1) Go to http://jko.jfcom.mil and select Enter JKO.

As part of entering the JKO portal, you will be redirected through the AKO login page and then
back to JKO content.

Welcome to Joint Knowledge Online
Individually Focused. Globally Shared.

JKO is the enterprise portal system providing convenient access to onfine joint training and

information resources. JKO integrates with other DoD systems and uses the latest advanced
distributed leamning technologies to provide training courses and resources that better prepare
warfighers for joint exerdises and integrated operations.

14
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2) Enter AKO username and password or select CAC login.
Using username and password from the AKO login page requires supplemental authentication
questions to be answered.

Login to AKO/DKO

Forgot Your Password? Access Your Webmail
Webmail
Webmail Classic

Webmail Lite

Username

Password

[C] Low Bandwidth New User?

Register without a CAC
Register with a CAC

CAC Login to AKO/DKO If you are a DoD customer (non-Army), 3 CAC is
required for registration. Everyone else may
[T Low Bandwidth | CAC Login choose whether or not to register a CAC at the
same time as their account.
Help
Reset Password FAQs
Username Reminder How do I install the DoD Certificate?
Help Desk H o I reset my |J assword?
Need a new password? H o I register for an AKO/DKO Account?
Forgot your password? How do T use my CAC to login to AKO/DKO?
&  Click here to reset it. Search All FAQs

Other DoD Service Portals
&ir Force Portal » Defense Online » MarinelMet » Nawvy Enterprise Portal — Coming Soon

NOTE: The JKO portal also may be accessed from within the AKO/DKO portal
(http://www.us.army.mil) by selecting the DoD organization — Training tab — JKO link, or by

selecting the JKO emblem on the rlght S|de of the page.

IIKII%':.'{?.%!P'“)

e s and (WA Rt od e ks

¢
¥or detarts. nchxng sop by step
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3) Select Take Courses from the JKO portal to access the NIPRNET LMS.

JKO\ L Ll b B F VA P R d KA R
Searor MO Corvert w il Sesech
Joint Kaowlodge Online Seutes Coment 1 A P v Crtera e
AR Warmm > Dol Orgasieatoms » Detenas Agemoms » Juwl Kaowiodgs Oskne > Aol Knowiedge Onine

UUKCMMW(NW
\J Jan cr\v(nL'-l POQUINSC USFK Course, ploase snrsll in e B
et 24, USPK-JISTUSITIHE of USFKJIST-AUSITILE These cowses
2017 can b found under COCOM Cowrses, USFK a0 afer selecing
Erowie Courses JIAT/JTF Tradning

~ m Traning and Recertfication
KO Stakeholders COI \J Jan M pou 30w relaNNg B COurse for a0 updated CenScale, please te
— 1. sure you re-enioll i Ihe Course Famy s 32

Small Group Training

011 not get croot v e course and wil nat J
What i JowtT o GIOTONS. DHAE vew B IO Help Desk
M0 Help Desx

—~ Now 5. ALERT AKODKO hat 8 known sue whate the
1iewe Ugsdates 2070 sox is daplayed when ading some potal pages AKODKO
Portal Team is aware of the isue

e

ere

4) The instructions for taking the online course on the NIPRNET LMS are the same as steps 4-10
of the section entitled USFK Course Access on IP Domain.

Shortcut to NIPRNET LMS
If the user already has an AKO account, he may access the LMS directly (i.e. bypassing the JKO
portal) by going to https://jkolms.jfcom.mil and entering his AKO username and password in
the pop-up box. Then, see step 4 immediately above.

- - - I ]
Connectto;lfolr_rlsgfmm.mll ™ m _Llﬂ

A

The server jkolms. jfcom.mil at JKOLMS. IFCOM.MIL - Enter
AKO Username and Password [02:58:27:8560] requires a
username and password.

User name: L % -

Password:

[ Remember my password

[ Ok ] [ Cancel

- S . 4

16
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Getting an AKO Account

The AKO system automatically approves account requests for US military personnel and DoD
civilians upon validating CAC information with the DoD personnel system. Getting a sponsored
AKO account (e.g. contractors, other federal agency members, or military/civilians whose CAC
information the system cannot validate for whatever reason) usually involves having an Army
sponsor. However, JKO may sponsor users whose reason for getting an AKO account is to
access JKO. When requesting a sponsored account, the two most important things to expedite
request adjudication are to enter joint.training as the sponsor and to enter a .mil or .gov email
address.

1) Go to http://jko.jfcom.mil and select New User.
Even though the process is really creating an AKO account, you should contact the JKO Help
Desk if problems arise during the account request process.

Welcome to Joint Knowledge Online
Individually Focused. Globally Shared.

JKO is the enterprise portal system providing convenient access to onfine joint training and
USFK information resources. JKO integrates with other DoD systems and uses the latest advanced

distributed learning technologies to provide training courses and resources that better prepare
JIAT warfighers for joint exercises and integrated operations,

17
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2) Choose the appropriate type of account.

. TG o

New to JKO? You Need an Account!

All new users must first register for an account via DKO/AKO.

Select your account type below and you will be redirected for account registration.
Complete the registration form in entirety.
When you receive email confirmation of your account, go to http://iko.jfcom.mil and click "Enter JKO"
and follow login nstructions

ponsored Account

DoD/Services' Contractors

3) Enter Social Security Number.

ARMY | Kn DERA3E
AKnh"ﬁ'i‘fh% ONLINE

Account Registration
Users should register accounts ONLY for themselves. Please do not register an account on another user's behalf.

5N (7

I don't have an SSH because:

() 1am a Foreign Officer or a Local National (what's this?)
Note: If you are a Foreign Officer or Local National, but you do have an SSN, please enter it above and do not check this box.

Foreign Identification Humber
A Foreign Identification Number is used in verifying a Foreign Officer or Local National. You may stil apply for an account without one, however,
your aceount will not be marked as verified. An account that is not verified will need to be approved by your spensor more frequently than a

verified account
(Iocate your FIN

Eligibility for DoD users / Learn more about DKO

18
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4) For sponsored accounts, choose the account type (typically Contractor or Federal Civilian
Agencies).

Account Registration

55N Not Found

We could not find vour information in cur perzgonnel system, which means that vou are not eligible for an unsponsored
account.

*¥ou may go back and double-check your information if vou may have entered it incorrecthy.

* [f you believe this is a mistake, please contact the Help Desk.

* If you have a sponsor, you can register for a sponsored account by selecting an Account Type and clicking the "Next"
button below.

* Account Type [Z] @ Contractor

) Family Member

= Army Cadet
Accounts for Army Cadels are only available to collegiate cadets.

) Mational Guard Retired

= Army Volunteer

1 Federal Civilian Agencies

“ Foreign Officer

“ Homeland Security

7 Incoming DA Civilian
An Incoming DA Civilian is a newly-hired DA Civilian whose data has
not yet been made available to AKO by the personnel system. Please be
sure to enter your Social Security Mumber when registering for an Incoming

DA Civilian account, and you will be prompted to upgrade your account to a
full DA Civilian account as zoon as your data is made available to AKO.

“ Incoming Future Soldier

~1 Local Mational Employes

) Medical Discharged

7)1 Medical Retired

= Miltary Transition
A Military Transition account is for active members of the U.5. Army
whose data has not yet been made available to AKO by the persennel
system. Please be sure to enter vour Social Security Mumber when

registering for a Military Transition account, and we will allow you to
upgrade to a full account as soon as your data is made available to AKO.

Cancel

*Required
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Instructions for completing
USFK Theater Specific Required Training

5) For sponsored accounts, enter joint.training as the sponsor.

\f‘/ i Account Registration

Sponsorship

* Sponsor | joint.training

Please enter your sponsor's username. €.g., john.d.smith

“Required

6) Enter other required account information fields. A .mil or .gov email account will expedite
approval for sponsored accounts.

7) Upon account approval, the AKO system sends email notification to the email address on
record.

8) Use the provided login credentials when logging in as described above in the section entitled
USFK Course Access on NIPRNET.
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